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NCO Conceptual Framework
Case Study™ Template
[llustrative Example

* Adapted from the RAND Air-to-Air Case Study
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 The Bottom Line Result
 Problem Formulation

e Solution Strategy
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Case Study Background

e Operational Environment
— What: Small Air-to-Air Engagements™
— Where: On Test Ranges
— When: 1990’s (12,000 Sorties/ 19,000 Flying Hours)
— Organization(s) Involved: USAF
« Key Difference
— Baseline: Voice Only Communications
— Treatment: Voice Supplemented with Link 16
* Dependent Variable: Kill Ratio

*Orchestrated and Analyzed by Joint Tactical Information Distribution System (JTIDS)
Operational Special Project
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‘- The Bottom Line Result
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The Bottom Line Result

« Sharing of Information Across Platforms Involved in
Operation Resulted in a Kill Ratio Improvement of Greater
Than 2 to 1 (2.61 x Increase- Day; 2.59 x Increase- Night)

Kill Ratio
Voice Only Voice + Link 16
Day 3.10 8.11
Night 3.62 9.40

* Under the Following Conditions:
— Blue Mission Capability Packages (MCPs)
were Co-evolved
— No Red Learning
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Agenda

| Case Study Background

¢ The Bottom Line Result
‘° Problem Formulation

e Solution Strategy

 The Way Ahead
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Problem Formulation

 Identify the Research Question
 Identify the Relevant Variables
 Identify the Assumptions and Constraints
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Identify the Research Question

Identify the Research Question:

What Explains the Difference in Kill Ratios Between
Fighter Planes Equipped with Voice Only and Those
Equipped with Link 16 Data Communication Capabilities?
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Identify the Relevant Variables (1)

* Dependent Variable: Degree of Effectiveness (Increased Kill
Ratios)

* Independent Variable: Co-Evolved Mission Capability
Package (MCP) that Results from the Introduction of Link 16
Data Communication Capability

— MCP Elements Include:
« CONOPS/Doctrine
« Organization
e Command Arrangements
 Training/Education
* Personnel

e Others ...

e Treatment: Introduction of Link 16 Data Communication
Capability
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Identify the Relevant Variables (2)

e Other Independent Variables

— Controllable: They Can be Manipulated (Physical and
Information Domains)

* Quality of Organic Information
* Quality of Networking
* Degree of Information “Share-ability”

— Uncontrollable: It 1s Possible to Alter them but they Depend
on Human Decisions (Social and Cognitive Domains)

* Quality of Individual Information

* Degree of Shared Information

* Degree of Shared Sensemaking

* Degree of Actions/ Entities Synchronized
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Identify the Assumptions and Constraints

* Assumptions:

— No Red Learning
* Constraints on Variables: “Acceptable” Thresholds or Limits on
the Variables
— Red Behavior Did Not Vary

* Study Limitations:

— Data Available Only for a Limited Number of Variables:
Number of Sorties, Kill Ratios for Missions with Voice Only
and Voice + Link 16 Across Day and Night Operations

* No Data on Many Conceptual Framework Variables
e Limited “Test” of the Conceptual Framework
— Findings May be Limited to Tactical Combat
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Agenda

| Case Study Background
* The Bottom Line Result
* Problem Formulation

‘° Solution Strategy

 The Way Ahead
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Solution Strategy

‘ « Postulate a “Conceptual Model” (NCO “Story Line”)
» Identify What We Know
» Identify What We Need to Know

7/31/03 DRAFT
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The Story Line (As 1t Unfolds)

Change in Communications
Capability (Voice + Link 16)

Communication
Capability

Information Value Added .
Sources Services Effectors

Quality of Organic Quality of Networking
Information mgree of Networking | [ Net Readiness of Nodes |
v
l—‘ Degree of Information “Share -ability” ‘
v ¥ !
Quality of Individual Information le—> le—>1 Degree of Shared Information
! ) 3
Quality of Individual Sensemaking Quality Degree of Shared Sensemaking
[ Individual Awareness a I of l Shared Awareness ]
nter -
Individual Understanding actions Shared Understanding
l Individual Decisions ] l Collaborative Decisions

!

!
’ Degree of Decision/ Synchronization @
: &7

’ Degree of Actions/ Entities Synchronized g
%

l &

SYE

’ Degree of Effectiveness
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The Story Line (As 1t Unfolds)

Change in Communications

Capability (Voice + Link 16) - Results in improvements in the

Quality of the Network, and...

e P et Force 2l Capaniity S
v
Quality of Organic Quality of Networking
Information Degree of Networking Net Readiness of Nodes
l—‘ Degree of Information “Share -ability” ‘
v i iy
Quality of Individual Information le—> le—>1 Degree of Shared Information
! ) 3
Quality of Individual Sensemaking Quality Degree of Shared Sensemaking
[ Individual Awareness | a of l Shared Awareness ]
Inter-
Individual Understanding actions Shared Understanding
l Individual Decisions ] l Collaborative Decisions

!

!
’ Degree of Decision/ Synchronization @
: &7

’ Degree of Actions/ Entities Synchronized g
%

l &

’ Degree of Effectiveness ’<<° ‘
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The Story Line (As 1t Unfolds)

Chang? m Communieqtions - Results in improvements in the
Capability (Voice + Link 106) Quality of the Network, and ...

Information Value Added * by
= i Force Improvements in Information
Quality of Organic Quality of Networking _ >
Information Degree of Networking ] [ Net Readiness of Nodes | S h ar e abll l l);
Quality of Individual Information le—> le—>1 Degree of Shared Information
! ) 3

Quality of Individual Sensemaking Quality Degree of Shared Sensemaking

[ Individual Awareness | a of l Shared Awareness ]
Inter-
Individual Understanding actions Shared Understanding
l Individual Decisions ] l Collaborative Decisiong
|

’ Degree of Decmon/ Synchronization @
Ay

’ Degree of Actions/ Entltles Synchronized g

l

’ Degree of Effectiveness
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The Story Line (As 1t Unfolds)

Change in Communications - Results in improvements in the

Capability (Voice + Link 16) Quality of the Network, and \

Improvements in Information

C pability fectors
Quality of+ Organic Quality of Networking S ha re-a b l l l l:)} 1

Information Value Added
Sources Somices Force

Information Degree of Networking | [ Net Readiness of Nodes |
v

Degree of Information “Share -ability” ‘

That lead to better quality

Quality of Individual Sensemaking Quality Degree of Shared Sensemaking n fb rma t won o b t ailne d a nd A) h are d by
[ Individual Awareness | el of [ Shared Awareness | . . .
_ ‘ Inter- , individuals and teams
Individual Understanding actions Shared Understanding
l Individual Decisions ] l Collaborative Decisiong
|

’ Degree of Decmlon/ Synchronization @
Ay

’ Degree of Actions/ Entltles Synchronized g

l

’ Degree of Effectiveness
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The Story Line (As 1t Unfolds)

Change in Communications

Capability (Voice + Link 16)

-

rees et Force
v
Quality of Organic Quality of Networking
Information mgree of Networking | [ Net Readiness of Nodes |

T

Degree of Information “Share -ability”

|

Quality of Individual Information

>

!

Quality of Individual Sensemaking

l Individual Awareness ]

Individual Understanding

l Individual Decisions ]

[

!

Quality
of

Inter-

actions

>

Degree of Shared Information

Degree of Shared Sensemaking

l Shared Awareness ]

Shared Understanding

l Collaborative Decisions

’ Degree of Decmlon/ Synchronization @
Ay

’ Degree of Actions/ Entltles Synchronized

l

7

|

Degree of Effectiveness

7/31/03
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Results in improvements in the

Quality of the Network, and \

Improvements in Information

Share-ability 1

That lead to better quality
information obtained and shared by

individuals and teams l

That lead to improved Shared
Sensemaking

19
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The Story Line (As 1t Unfolds)

Change in Communications - Results in improvements in the

Capability (Voice + Link 16) Quality of the Network, and \

s Force i Improvements in Information
v o7
Quality of Organic nglity of Networking : S ha]/'e -d bl l l l:)}
Information mgree of Networking | ; [ Net Readiness of Nodes |
l—{ . Degree of Information “ShareJ' -ability” ‘
Quality of Individual Information le—> —>1 Degree of Shared Information That lead tO better quall l)/
] ; ! . . .
Quality of Individual Sensemaking Quality Degree of Shared Sensemaking n f orma t on o b t ailne d a nd A) h are d by
[_Individual Awareness le—s| In(:efr- (| [ Shared Awareness | l-n diVi dua lS an d l‘eams
Individual Understanding actions Shared Understanding
[ Individual Decisions | [ Collaborative Decisiong
' !
D f Decision/ Synchronizati > ;
[ Degresof Decison Synchroniztion __ ) That lead to improved Shared

Sensemaking

V 4

That contributes to enhanced
Action/Entity Synchronization
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The Story Line (As 1t Unfolds)

Change in Communications - Results in improvements in the

Capability (Voice + Link 16) Quality of the Network, and... \

s Force i Improvements in Information
v o7
Quality of Organic Quality of Networking S ha]/'e -d bl l l l:)}
Information mgree of Networking | [ Net Readiness of Nodes |
v
l—{ Degree of Information “Share -ability” ‘
v ¥ ! .
Quality of Individual Information le—> —>1 Degree of Shared Information That lead tO better quall IJ/
! ; ! . . .
Quality of Individual Sensemaking Quality Degree of Shared Sensemaking n fb rma t won o b t ailne d a nd A h are d by
[ Individual Awareness | el In(:efr- [ Shared Awareness | l.n diVi dua lS an d l‘eams
Individual Understanding actions Shared Understanding
l Individual Decisions ] l Collaborative Decisiong
!

!
’ Degree ofDecisioni Synchronization E{@ That Zead tO lmp’/'Oved Shared

’ Degree of Actions/ Entities Synchronized @@ S ensema kl n g

<
O
&

That ultimately results in That contributes to enhanced
dramatically improved Effectiveness Action/Entity Synchronization

NCO Value Chain
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Degree of Effectiveness

Quality of Individual
Information

Degree of Shared
Information

Degree of
Information
“Share-ability’].0

\
Quality of 1. 0,91  Degree of
Networking 0 Shared
Sensemaking
68
Degree of
Quality of —+8.11:1 Actions/ Entities
Organic Info Kill Ratio Synchronized
(Effectiveness)
Overall average over information quality
Voice A

dimensions and package members

Voice + Link 16 [l
7/31/03 DRAFT 22
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Solution Strategy

» Postulate a “Conceptual Model” (NCO “Story Line”)
‘ » Identify What We Know
» Identify What We Need to Know

7/31/03 DRAFT
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Identify What We Know

« Mission Capability Package (MCP) that Represents the
Baseline (with Voice Only Comms) and MCP that Represents
the Co-Evolved Impact of the Treatment (with Voice + Link
16 Comms)

« The Differences in Quality of Organic Information, Quality of
Networking, Degree of Information Share-ability, Quality of
Individual Information, and Degree of Shared Information
Resulting from Voice + Link 16

« Hypothesized Differences in Degree of Shared Sensemaking
and Degree of Actions/ Entities Synchronized
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MCP: Base Line vs. Treatment

Force

Voice + Link 16

Mission
Capability
Packages

Elements
(Network,
Nodes)

Roles

Functions

Relevant
Attributes

Voice Only

(MCP #1)

Information
Sources

* Detect/
ID Targets

* Coverage
» Persistence
* Performance

Value added
Services
*Fuse Data *Assign Aircraft to
ID Info Targets
*Distribute Info. *Coordinate
Engagements
o Embedded in
. Capab_lhty the NCW
* Capacity
* Quality of Service Conceptual
Framework

DRAFT

*Kill Targets

* Target Destruction
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B O Explanation of Numeric Values
for NCO CF Varniables

e The Numeric Values for the NCO CF Variables Were Computed
by the RAND Case Study Team Using an Analytica Model

* Model Functions Based on Quantitative and Qualitative Inputs

— Quantitative Inputs:

« Known Performance of Voice and Link 16 Communication
Systems

 Known Performance of Other Related Hardware (Sensors,
etc.)

* Known Exogenous Factors (Training, Team Structure,
Doctrine, etc.)

— Qualitative Inputs:
e Interviews with Pilots and Other SMEs

* Research and Analysis of Existing Documents
7/31/03 DRAFT 26
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o Example Computational Method:
' Quality of Organic Information

[awacs] rormatm oS (pwett | [ Biuetz | | pivers|
AWAC:s:

Airborne Warning

& Control System Sensor coverage ]
- Field of regard
- Instantaneous field of view
- Area coverage rate
- Revisit rate
(e.g. AWACS 10 sec scan) : , ,
R AMTI: Airborne Moving Target Indicator
- ang- e. . IFFN: Identification, Friend, Foe or Neutral
Probability of detection NCTR: Non Cooperative Target Recognition
) -Fn of RCS
Exogenous variables f
v cal -Fn of doppler

» Environmenta - . . .

o Probability of false alarm Quality of Organic Information
conditions Probability of classification Fitness for Use
* Doctrine Sighting location error Objective Measures

Sighting velocity error Correctness Completeness
Radar processor track precision
L
—> .
Consistency REgmiEgy
v LOrEngy Relevance
f (' * ') Precision Y
Timeliness

7/31/03 DRAFT 27



= oo What We Know: Quality of Organic Information

[nsormation Vatue Added PEN  Communication
Capability
Quality of Organic Qualit Note: It is assumed that
Information Degree of Networking the Quality of Organic
/ Information is the same
Degree of Inf« / . : :
/ for operations with Voice Only
and Voice + Link 16
Quality of InJ_Vidual (i.e., communication capability
Degree of Informption Degree of Shared has no effect on Quality of
Information Information Organic Information)
“Share- ability”
/ Quuality of Organic
Quality of | | | Degree of Information }.’rovldes
Networking 10 Shared the foundation for
i Sensemaking the Quality of Information
Calculations
Degree of : S
Quality of | Actions/ Entities 1on_ >
Organic Info Kill Ratio Synchronized Qq/?,
(Effectiveness) nized \:\&
9
Voice A Overall average over information quality Y.,QO
Voice + Link 16 B | dimensions and package members &QQ’
UCEICC Ul LJIICULIVUIIUDD QO
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& 0w Explanation of Quality of Organic
Information Values

What Blue Knows About Blue What Blue Knows About Red

Bluell, 12 Bluell, 12

07050707 :

olojoilof

. T .
O [ Completeness: Detection 0 3 Correctness: Location
0 04
2 Correctness: ID 4 Correctness: Velocity

0707050/
Q1 Qz Qs QA

Q,8: Completeness: Detection Q.5: Correctness: Location

Q,8: Correctness: ID Qp: Correctness: Velocity

Note: It is assumed that the Quality of Organic Information is the same for operations with Voice Only
and Voice + Link 16 (i.e., communication capability has no effect on Quality of Organic Information)

Quality of Organic Information = 0.28 (Based on completeness and correctness of
known sensor performance; see slide 27 for details on computation method )
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Quality of Organic Information

Information Gathered by Individual Sensors that is Not Shared and is Unavailable to the Network

The Quality of Organic Information is the Same for Operations with Voice
Only and with Voice + Link 16

Value of NCO
Attribute Voice Only (.28) Link 16 )@= CF Variable
Correctness No Difference 0 Difference ) q@mmmmmm Value of NCO
Consistency No Difference No Difference CF Attribute
Currency No Difference No Difference
Precision No Difference No Difference
Completeness No Difference No Difference
Accuracy No Difference No Difference
Relevance No Difference No Difference
Timeliness No Difference No Difference

Note: The Values of the NCO CF Variables were Calculated Using an Analytica Model. The Nominal
Values for Each Attribute Are Estimates that Reflect the Calculations Performed in the Model.
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Quality of Organic Information

Quality of Individual
Degree of [nformation Degree of Shared
Information | Information
“Share-ability”
Degree of
Quality of I I Shared
Networking Sensemaking
0.28
Degree of
Quality of - Actions/ Entities
Organic Info Kill Ratio Synchronized
(Effectiveness)
Overall average over information quality
Voice A dimensions and package members
Voice + Link 16 [l
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s e What We Know: Quality of Networking

Information Value Added

Sources Services Force @4— Communication
7 Capability

Quality of Organic Quality of Networking
Information Degree of Networking Net Readiness of Nodes
Deoree of Tnf‘wmatjon “Chare-ahilitv”
Quality of Individual g
Quality Degree of Info_rrfatlon 7’/ Degree of Shared tion
Information P 7/ Information
Quality ¢ “Share-ability” king
7
|
Degree of
. 0.5
e Quality o | Shared
Networking 0. Sensemaking !
Degree of
Quality of — Actions/ Entities
Organic Info Kill Ratio Synchronized
(Effectiveness)
Voice A Overall average over information quality
Voice + Link 16l dimensions and package members
7/31/03 T ORArT 32



! !_:"_" e 8 OFT
), OASD/NII

Explanation of Quality of Networking Values

* Based on Quality of Service Metrics, There was a Two-fold
Improvement in Network Quality Between the Baseline and
Treatment

e (Calculations Based on Known Performance Standards of
Voice and Link 16 Communication Systems (See Next Slide
for Details)

7/31/03 DRAFT 33



o OFT
OASD/ NII

Quality of Networking

Attribute Voice Only (0.5) Link-16 (1.0)

Degree of Networking ] |

Network Assurance Assumed 100% Assumed 100%

Network Agility Assumed Static Assumed Static

Net Readiness of Nodes

Capacity Not Calculated Not Calculated

Connectivity Not Calculated Not Calculated

P & R Capability Support Not Calculated Not Calculated
Collaboration Support Not Calculated Not Calculated
Node Assurance Not Calculated Not Calculated

Note: The Values of the NCO CF Variables were Calculated Using an Analytica Model. The Nominal Values for Each
Attribute Are Estimates that Reflect the Calculations Performed in the Model.
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Quality of Networking

Degree of
Information

“Share-ability”

.0

Quality of Individual
Information

0.5

Degree of Shared
Information

Degree of

1
Quality of
Networking

Quality of
Organic Info

Voice A
Voice + Link 16 [l

7/31/03

Kill Ratio
(Effectiveness)

I Shared
Sensemaking

Degree of
Actions/ Entities
Synchronized

Overall average over information quality
dimensions and package members

DRAFT
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2 oasonn What We Know: Degree of Information “Share-ability”

Information Value Added C ommu nication
Sources Services F orce 2 C ap ability I
v v
Quality of Organic Quality of Networking
Information Degree of Networking Net Readiness of Nodes
Degree of Information “Share-ability”
Quality of Qual}g’fgﬁﬁﬁgﬁlav prmation
Degree of e Degree of Shared
: Information -~ Information -
semakin

ey o “Share -ability™\{ i &

Ind eSS

Indiv ' 1. 0.5.0-08 I Degree of ding
Quality of : i Shared :
Ing Networking 0 Sensemaking o 1O1S
Degree of
Quality of — Actions/ Entities
Organic Info Kill Ratio Synchronized
(Effectiveness)
Voice A Overall average over information quality
Voice + Link 16 [l dimensions and package members

L}\.«Sl\/\.« Ul IJIIVVUUUIVVUIIVOS ‘S,
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Explanation of Degree of

| Information “Share-ability” Values

Force
Source/Sensors Value Added Info Processors Cc2 Effectors
Exogenous variables: - Dg — —
*Number of nodes - Whether nodes can transmit fo Using Link 16 capacity and AF track coding
*File sizes and number of network Network o
files ; standards, rate exceeds maximum
*Variables impacting how *Posting channel numbers, types, Reac
quickly nodes can transmit and banwidh (For deta T number of tracks updated every second.
pieces of infammatian ; ' . All tracks can be posted at least every
(CONOPS, . . . L. . .
schemes, et Using Voice AF CONOPS and coding second, so no priority policies apply.
'Pboli‘ctiesf de standards, aircraft can transmit three [ssurance Info on all tracks can be updated every
priority for j 040 : i
-Expiration tracks every ten seconds on a military second, so info on all nine tracks can be
t}ﬁe 9fmf0 Codlng voice channel. Agility posted at any given time.
*vlaximum
Value = .08 Value = 1.0

f(...): Vector for number of info objects that can be posted, by object type
Phase 1. For each type of info object do:

1. Ifnodes can post object, do 2. Else, Num(type) = 0

2. Use QoS parameters, network agility parameters, and exo variables to

Degree of Information
“Share-ability”

determine rate at which nodes can post info items of that type. Multiply this )
rate by probability of correct transmission, yielding theoretical transmission / Quantity of Posted Info
rate. v
Phase 2. Quantity of Retrievable Info
1. Use theoretical rates for each info type plus priority policies to determine what
fractions of postings will be of each info type.
2. Multiply fractions of postings times theoretical rates times expiration age to Ease of Use

get Num(type) for each info type.

Note: Calculations based on a single attribute (Quantity of Posted Information). In
general, calculations should be based on as many attributes as possible.

7/31/03 DRAFT 37



Degree of Information “Share-ability”

The Degree to Which Information Could be Shared Among Force Entities

Attribute Voice Only (.08) Link 16 (1.0)

Quantity of Retrievable Not Calculated Not Calculated
Information
Ease of Use Not Calculated Not Calculated

Note: The Values of the NCO CF Variables were Calculated Using an Analytica Model. The Nominal
Values for Each Attribute Are Estimates that Reflect the Calculations Performed in the Model.
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Degree of Information “Share-ability”

Quality of Individual
Degree of Info_rriatmn Degree of Shared
Information Information
“Share-ability™
' 1. | Degree of
Quality of | Shared
Networking Sensemaking
Degree of
Quality of e Actions/ Entities
Organic Info Kill Ratio Synchronized
(Effectiveness)

Voice A
Voice + Link 16 [l

7/31/03

Overall average over information quality
dimensions and package members
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2\ s What We Know: Quality of Individual Information

OASD/ NII

Communication I

Information alue Added
Sources g Ser:;ces F orcce C ap ability
v
Quality of Organic Quality of Networking
Information Degree of Networking Net Readiness of Nodes
v
1 Degree of Information “Share-ability”

Quality of Individual Information Degree of Shared Information
Quality ~ N, Quality of Individual Shared Sensemaking
Degree of ~ [Infgrm 0 on Degree of Shared ared Awareness
Information ’ Information
[ “Share-abilityT. 'ed Understanding
0.4
10/ o5 00 Degree of borative Decisions
Quality of : I Shared
Networking 0 Sensemaking
' o
Degree of
Quality of —+ Actions/ Entities
Organic Info Kill Ratio Synchronized »
(Effectiveness)
———  Voice A Overall average over information quality
2131 Voice + Link 16 [l dimensions and package members 40
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Explanation of Quality of
Individual Information Values

Objective Measures Fitness for Use
|<— *Organic qu as.sumed to 1 Correctness Completeness
be correct. within known
Using Voice: Assumed correctness for each of blue tency Accuracy Quality of
AC’s own tracks. If info received from ey | I . | Organic
vocoder, approximately a 70% chance that — Using Link 16: Assumed correctness for each of blue
message will have been heard correctly Fusion ~ [™" AC’s own tracks. No errors introduced by Link
does not apply in this case. If 100% of organic 16 or info display (and pilots adequately trained
info objects are correct; only 70% of voice- to use display). 100% of info objects are correct,
reported info objects are correct (others are . whether organic or shared
garbled to point of un-usability) Value =0.91
Value = 0.4 FEasc S¢ [
" 4
F(...): Correctness of information object L .
1. Assumed correctness for each of blue AC’s own tracks Objective Meas Fitness for Use
2. If info received from vocoder, approximately a 70% Correctness Completeness
chance that message will have been heard correctly
Fusion does not apply in this case. Consistency Accuracy q
Total: 100% of organic info objects are correct; only 70% of Qu?h.ty of
voice-reported info objects are correct (others are Currency Relevance Ind1v1du'al
garbled to point of unusability) Information
Precision Timeliness

Note: Calculations based on a single attribute (Correctness). In general, calculations
should be based on as many attributes as possible.
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Quality of Individual Information

Information Gathered by Individuals from the Network and Organic Sources

Attribute Voice Only Link 16
(0.4) (0.91)
T T
Consistency Not Calculated Not Calculated
Currency Not Calculated Not Calculated
Precision Not Calculated Not Calculated
Completeness Not Calculated Not Calculated
Accuracy Not Calculated Not Calculated
Relevance Not Calculated Not Calculated
Timeliness Not Calculated Not Calculated

Note: The Values of the NCO CF Variables were Calculated Using an Analytica Model. The Nominal
Values for Each Attribute Are Estimates that Reflect the Calculations Performed in the Model.
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Comparing Quality of Individual
Information (1): Baseline vs. Treatment

Voice Only Heads-up Display Link 16 Heads-up Display
Heads-up Display with Platform- Heads-up Display with Network-
Centric Operations Centric Operations

E

JA—— X — =

X
10 —— — ———"X

X FRIENDLY X FRIENDLY
B TARGET B TARGET
Blue Pilot 11 or 12 View Common Pilot View

Blue Pilots 13 and 14 See Nothing
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OASD/ NII Comparlng Quallty Of IndIVIdual
Information (2): Baseline vs. Treatment

Voice Only Link 16 + Voice

Threat Tracks Blue Tracks Threat Tracks Blue Tracks

TAT AT AT 0 - T AT AT AT 0 BABABAB
0; 0,050, 0; 0,050, 0, 0,050,
Blue 11 & 12
1 )

TAT AT AT 0 BABABAB # ‘? 0 TAT AT AT 0 BABABAB
Q) 0,050, Ql Qz Q3 Q4 0, 0,030, Ql Qz Q3 Q4
o Blue 13 & 14 .

'O.SI u l I L 0.5
0.25 0.2

TAT AT AT 0 BABABAB f ‘f TAT AT AT ! BABABAB
0, 0,030, Q1 Qz Q3 Q4 0, 0,030, Ql Qz Q3 Q4
Q | Completeness: Detection Q 3 Correctness: Location
Q 2Correctness: ID 0 4 Correctness: Velocity

7/31/03 44
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P OASD/NII
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Quality of Individual Information

Quality of Individual
Degree of Information Degree of Shared
Information Information
“Share-ability’1.0
1 Degree of
Quality of | Shared
Networking Sensemaking
Degree of
Quality of — Actions/ Entities
Organic Info Kill Ratio Synchronized

(Effectiveness)
Overall average over information quality

Voice A
Voice + Link 16 [l

dimensions and package members

7/31/03
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o oo What We Know: Degree of Shared Information

Information Value Added C ommu nication
Sources Services F orcce C ap ability I
v
Quality of Organic Quality of Networking
Information Degree of Networking Net Readiness of Nodes

v
Degree of Information “Share-ability”

A 4 \ 4

Quality of Individual Information

Quality of] Quality of Individual e \?Shared Sensemaking
Information -~
Ing IDfegreetgf o1 Degree of Spatred Shared Awareness
: ntormation Infowfation :
Indiy “Shareabilityf” . /f jared Understanding
4
Ing vof e 00 05 Degree of [laborative Decisions
Quality of - : - Shared
Networking 0 Sensemaking
N
Degree of
Quality of - Actions/ Entities 3
Organic Info Kill Ratio Synchronized §
(Effectiveness)
— Voice A Overall average over information quality
2/31/03 | L—____Voice + Link 16 ] dimensions and package members 46
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OASD/ NII

Explanation of Degree of

Shared Information Values

Whether
Quality of Interactions Whether informa.tion can Degree of Information “Share-ability”
sender ca:n be physically [ Quantity of Posted Info |
Depth communicate shared across P PR
[ Quantity | [ OQuality | info with network T TR N |
Breadth receiver | | Ease of Use |
[ Reach | |_Se1ectivity I i i
— USlng VOlce' EXtent Of Degree of Shared Information
[ Continuity | [ Latency | Sh . l . d b Objcctive Measures
Vi UL
Synchronicity [  Mode | arlng lmlte y d - —
o 5 5 Extent: Proportion of force entities
| Alglhlty | phyS]Cal constraints " that share information
Robustness Flexible . .
of communication v showing probabilities that particular info ian
[Innovative]  [Adaptability] capablhty ements have been shared with particular user.
Individual Characteristics — ich elen 1 1 . 1
Rk Proe]  Dompotoned Value = 0.22 ¢ proball UsIng Link 16: Extent of Sharing - all
the probaf posted information is shared by
[Org.1dent]  [Confidence] collaborat all participants
Organizational Characteristics Number of communications th.e p.mbat _
Risk Prop |  [Competencd “hops”™ between sender and V]Vllthln ;[)het Value _ 1 0
i the probatrry—rre—ormoerrerermpeo—rosTrereTreTrrroTTrTeeroTT
receiver J r
[ Trust |  [Confidence] with the receiver; and
[ Size | [Hardness ]  the probability the information is not degraded as a function
Diversity Permanencd of the number of “hops” between sender and receiver.
[Autonomy]  [[Structure Probability that sender | Correcinoss | | Completencss |
[terdepend] will attempt to share
Organlzat19na1 & Ind. Behav10r information with | Consistency ] | Accuracy |
[Cooperation  [Efficiency | —
[ Swm ] 7'y [ Currency | [ Timeliness |
D_Ll_de .OfEng [ Tvs.T |
[ Precision | [ Uncertainty |

Note: Calculations based on a single attribute (Extent). In general, calculations should
be based on as many attributes as possible.
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) OASD/NII

Degree of Shared Information

Attribute

Voice Only (0.22)

Link 16 (1.0)

Correctness Not Calculated Not Calculated
Consistency Not Calculated Not Calculated
Currency Not Calculated Not Calculated
Precision Not Calculated Not Calculated
I Quliiy|  NotCalewlted |  NotCaleulated |
Completeness Not Calculated Not Calculated
Accuracy Not Calculated Not Calculated
Relevance Not Calculated Not Calculated
Timeliness Not Calculated Not Calculated

Note: The Values of the NCO CF Variables were Calculated Using an Analytica Model. The Nominal
Values for Each Attribute Are Estimates that Reflect the Calculations Performed in the Model.
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Comparing Degree of Shared Information (Extent):

Base Line vs. Treatment

Voice Only Voice + Link 16

All blue AC have Threat Tracks Threat Tracks

information
in this example
(all listen to the
same voice

channel or receive

15 1 —
the same shared
0.751 0.75/
0.5 0.5
0251 u . . E’ 0.25-
0 0

0/ 0, 05 04 0/ 0, 05 04

the same Link 16 Blue Tracks Blue Tracks

broadcasts)

7/31/03

I 1 W
0.75- 0.75-
0.5 0.5
0.25- ﬂ . . a 0.25
0- 0-

0/ 0, 05 04 0/ 0, 05 04

Q | Completeness: Detection O 5 Correctness: Location

Q 2Correctness: ID 0 4 Correctness: Velocity
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P OASD/NII
o |5

Degree of Shared Information

Quality of Individual
Degree of [nformation Degree of Shared
Information Information
“Share-ability’1.0 1.0
1.0 0.22 Degree of
Quality of - ' | Shared
Networking ‘ Sensemaking
Degree of
Quality of — Actions/ Entities
Organic Info Kill Ratio Synchronized
(Effectiveness)

Voice A
Voice + Link 16 [l

7/31/03

Overall average over information quality
dimensions and package members
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Information Value Added COmmunication I

Sources Services C ap ability
Quality of Organic Quality of Networking
Information Degree of Networking Net Readiness of Nodes
v
Degree of Information “Share-ability”
v v ¢ v
NDialitxr nf an];‘n-rhn')'] Tﬂ'Pr\rfnof1r\n < = Degree Of Shared InfOI'matiOII
Quality of Individual
Degree of Information Degree of Shared "
Information Il Information Degree Of Shared Sensemaklng
“Shareability’ .0 Shared Awareness
0.4 \
0.0 0 \ o1 Shared Understanding
Quality of1 -l \AO 45iF Deégree of
Networking — 10 Clmmm oty Collaborative Decisions
' Sensemaking
Degree of 3
Quality of - Actions/ Entities nchronization \\§
Organic Info Kill Ratio Synchronized Y
(Effectiveness) Qq/
—— Voice A Overall average over information quality S Synchr onized \’\\'%
Voice + Link 1l dimensions and package members Y”Qg
Q

.C
Degree of Effectiveness  °
7/31/03 URAr | 51
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Explanation of Degree of

| Shared Sensemaking Values

Quality of Individual Sensemaking: Awareness

Fitness for Use

Quality of Interactions
Degree of Information “Share-ability”

Qe M EromEes | Completeness | [ Quantity e Quality | | Qua.ntity ofPo.sted info_|
BL‘e—E‘ith [ Quantity of Retrievable Info |
Using Voice Only: Currency of Shared (= Selesin | —] Ease of Use I
Sensemaking [Continl Using Link 16: Currency of Shared Sensemaking
«  Participants spend most of their time gathering fnehrol o Participants automatically receive all relevant
and validating information from AWACS and [Robust information available from AWACS and other blue AC
other blue AC radars radars, so pilots incur no delays by communicating this
. Voice communications adds delay over visual [Innoval information verbally
communications Indivi e Near-real time visual information displays are much
«  Inflexible command structures require a variety of R faster than voice transmissions
explicit checks and permissions before i *  Flexible command structures allow pilots to engage
engagement decisions can be made Organid targets, and support engaging pilots, directly.
Value = 0.45 Risk D) (Commanders only intervene when necessary.)
Quality of Individual Decisions Value =0.91
Fitness for Use Size Hardness | R BEAESE) BE
[Dresiv] [Permanencd 1nter§ct10ns matches ﬂ.leA
requirements of the mission
Robustness Autonom Structure
Flexibility nterdepend
[Toporpones ]| | [oopenion) [Eifeney] | oV hther he command siucture allows
m T r— n?;kizzlb ¢ roles and distributed decision
ode oD M m ,AdapT‘ Engagement Tvs. T
Voice Only Link 16
7/31/03 DRAFT
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Degree of Shared Sensemaking
(Currency)

Hypotheses:

I.  Information sharing via Voice + Link 16 leads to less time necessary to gather critical
information, which results in more time available for flight lead to develop sensemaking

II. Information sharing via Voice + Link 16 leads to less time necessary for wingman to
gather and monitor critical information, which results in opportunities for wingman to
spend time sensemaking

B11 (Flight lead)

- Understanding [ Decisions

Information

Understanding | Decisions

Link-16 +Voice Understanding | Decisions

Link-16 +Voice

B12 (Wingman)

Time
7/31/03 DRAFT 53



Degree of Shared Sensemaking
(Quality: Extent, Correctness)

Hpypothesis: Information sharing via Voice + Link 16 leads to less time spent on
information gathering, which results in more time available for flight lead and wingman to

share awareness, understandings and make decisions, which results in an increase in the
extent and correctness of sensemaking

Evidence: Interviews with pilots reveal that with Link 16 +Voice, voice communications

traffic focused on sharing information decreased dramatically leaving more time to develop
and share high quality sensemaking

B11 (Flight lead)
m Information - Understanding | Decisions

Link-16 +Voice i) Understanding | Decisions
B12 (Wingman)

Link-16 +Voice & Understanding | Decisions
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Degree of Shared Sensemaking

Attribute

Voice Only
(0.45)

Link 16
(0.91)

Consistency Not Calculated Not Calculated

Precision Not Calculated Not Calculated
. ________________________________________|

Completeness Not Calculated Not Calculated

Accuracy Not Calculated Not Calculated

Relevance Not Calculated Not Calculated

Timeliness Not Calculated Not Calculated

Uncertainty Not Calculated Not Calculated

DRAFT

Note: The Values of NCO CF Variables and Attributes are Inferred




., _1.!‘___,9. OFT
77 2 OASD/NII
2| 1%

Degree of Shared Sensemaking

Quality of Individual
Degree of [nformation Degree of Shared
Information Information
“Share-ability’1.0 1.0
\
\
1 0.22 \ 0.91
Quality of - \AO Degree of
. .45 Sh d
Networking 0 are
Sensemaking
Degree of
Quality of — Actions/ Entities
Organic Info Kill Ratio Synchronized
(Effectiveness)
Overall average over information quality
Voice A

dimensions and package members

Voice + Link 16 [l
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| 0ASD/NII What We Know (Inferred): Degree of Actions/ Entities Synchronized

Information

Sources

Value Added
Services

Communication I

Capability
Quality of Networking
etworking Net Readiness of Nodes
v
ee of Information “Share-ability”
v
> Degree of Shared Information
v

Degree of Shared Sensemaking

Shared Awareness

Shared Understanding

Collaborative Decisions

Degree of Decijjon/ Synchronization 457

&

Quality of Individual
Degree of Informitllon Degree of Shared

Information : Information

“Shareabilityf; \ 0
0.4 \
0.0 022 \
Quality of1 -l 1 0:91 Degree of
Networking ’, 10  Shared .
Sensemaking
.68
Degree of
Quality of - tions/ Entities
Organic Info Kill Ratio SySchronized
(Effectiveness)
VoiceA Overall average over information quality
——  Voice + Link dimensions and packageNyembers
\ 4 \
: S
Degree of Effectiveness K
7/31/03 URAT |
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Explanation of Degree of Actions/
Entities Synchronized Values

« Based on Interviews with Pilots and SMEs, 1t was Determined
that Pilots with Link 16 Utilized Different Tactics

— Four New Tactics Emerged (See Next Slide)

— These New Tactics Were Employed Approximately 75% of
the Time (Interview Results)

— Value of Degree of Action/ Entities Synchronized:
* Voice Only: 0.34
* Voice + Link 16: 0.68
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dosonn  Degree of Actions/ Entities Synchronized
Reported Tactical Improvements Enabled by Voice + Link 16

Greater understanding and more time available allows for use of four types of
“high-awareness” tactics that lead to major increases in combat effectiveness

1. Increased numbers of engagements in 2. Employment of the wingman as
the same time period combatant rather than defensive patroller
1 N
] N 7|9

0 Y \Z Flight lead | " *

]

> Wingman 7 —’X
Time / / ~ N

3. Advance vectoring to engage red A/Cs 4. Employment of cooperative formations to
from position of maximum advantage trap and destroy red A/Cs

N

il

]

7/31/03 DRAFT
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Degree of Actions/ Entities Synchronized

Attribute Voice Only Link 16
(0.34) (0.68)

Note: The Values of NCO CF Variables and Attributes are Inferred.
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77 2 OASD/NII
2| 1%

Degree of Decision/ Synchronization

Quality of Individual
Information

Degree of Shared
Information

Degree of
Information
“Share-ability’].0

\
Quality of 1. 0,91  Degree of
Networking 0 Shared
Sensemaking
68
Degree of
Quality of - Actions/ Entities
Organic Info Kill Ratio Synchronized
(Effectiveness)
Overall average over information quality
Voice A

dimensions and package members

Voice + Link 16 [l
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2 oaspxn What We Know (Inferred): Degree of Decision/ Synchronization

Information Value Added C ommu nication

Sources Services C ap ability
Quality of Organic Quality of Networking
Quality of Individual | . Net Readiness of Nodes
Degree of Informa9tion Degree of Shared hrmation “Share—ability”
Information i Information i
“Shareabilityf’ 0
Qr 0.4 \\ Degree of Shared Information
0.0 022 \
) 1. 0. N 091 D f :
Qu Quality of 0.4 Shared )egree of Shared Sensemaking
Networking 034 2 0 are
A W, Sensemaking Shared Awareness
3.10:0.68
’ Degree of Shared Understanding

Quality of 11:1  Actions/ Entities : =

Organic Info Kitl RIX: Synchronized Collaborative Decisions

(Effectiveness )
——— VoiceA Overall average over information quality | ,@]
. . : : 10N
Voice + Link 1l dimensions an&package members QO N
?,

\ O

Degree of Actiomy Entities Synchronized \%
”"

\ Y 4

Degree of Effectiveness <¢°
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OASD/ NII

Degree of Effectiveness

Attribute Voice Only Link 16

Agility Not Calculated Not Calculated
Timeliness Not Calculated Not Calculated
Efficiency Not Calculated Not Calculated

Note: The Indicator of Achievement of Objectives is Kill Ratio. It is
highly likely that other case studies will have multiple indicators of
success. Also, not all attributes will be applicable for all case studies.

The values of the variable were provided in the original data and
were not computed or inferred.
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2| 1%

Degree of Effectiveness

Quality of Individual
Information

Degree of Shared
Information

Degree of
Information
“Share-ability’].0

\
Quality of 1. 0,91  Degree of
Networking 0 Shared
Sensemaking
68
Degree of
Quality of —+8.11:1 Actions/ Entities
Organic Info Kill Ratio Synchronized
(Effectiveness)
Overall average over information quality
Voice A

dimensions and package members

Voice + Link 16 [l
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s=m, Ot o Data Currently Available for Air-to-Air Example

Information Value Added F Communication
Sources Services orce Capability

Degree of Shared Information

-

: v
Quality of Individual Sensemaking Quality Degree of Shared Sensemaking
Individual Awareness - of - Shared Awareness
Inter- i
Individual Understanding actions Shared Understanding
Individual Decisions Collaborative Decisions
A 4 A 4
Degree of Decision/ Synchronization /\\@ Dt o Fraenork
‘\/ Y” - for which reasonable
v Qq/ data is available
1 141 1 3 Parts of Framework
Degree of Actions/ Entities Synchronized _$ﬁ parts of Framew
YSO currently unavailable
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Solution Strategy (3)

» Postulate a “Conceptual Model” (NCO “Story Line”)
* Identify What We Know
‘ » Identify What We Need to Know

7/31/03 DRAFT
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Identify What We Need to Know

* What is the Resulting Impact on the Quality and Degree of
Sensemaking, Quality of Interactions, and Synchronization?

 How Does the Addition of Link 16 Effect the Overall Mission
Capability Package? (Are There Associated Changes in C2
and Tactics?)
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Agenda

| Case Study Background
¢ The Bottom Line Result
* Problem Formulation

¢ Solution Strategy

‘- The Way Ahead
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é;:,,ﬂ“‘- ::,5 OASD/ NII The Way Ahe ad:
%= Further Development of the Air-to-Air Case Study

» Research Plan to Complete Case Study
— Additional Data Collection/Modeling/Analysis to Focus on:
* Sensemaking
 Quality of Interactions
* Synchronization
— Sources of Data: Interviews, Voice Tapes, Reports, etc.
— Analysis Tools: Explore Use of Analytica, Others
« Execute and Update

— Phase I (Air-to-Air Case Study Completed so Far): Networking/
Data Sharing

— Phase II (Hypothetical Continuation of Air-to-Air Case Study):
Sensemaking/ Synchronization (7o be Completed)

7/31/03 DRAFT 69



	NCO Conceptual Framework Case Study* Template Illustrative Example
	Agenda
	Case Study Background
	Agenda
	The Bottom Line Result
	Agenda
	Problem Formulation
	Identify the Research Question
	Identify the Relevant Variables (1)
	Identify the Relevant Variables (2)
	Identify the Assumptions and Constraints
	Agenda
	Solution Strategy
	Degree of Effectiveness
	Solution Strategy
	Identify What We Know
	MCP: Base Line vs. Treatment
	Explanation of Numeric Values for NCO CF Variables
	Example Computational Method:  Quality of Organic Information
	What We Know:  Quality of Organic Information
	Explanation of Quality of Organic Information Values
	Quality of Organic Information
	What We Know:  Quality of Networking
	Explanation of Quality of Networking Values
	Quality of Networking
	Quality of Networking
	Explanation of Degree of Information “Share-ability” Values
	Degree of Information “Share-ability”
	Degree of Information “Share-ability”
	Explanation of Quality of Individual Information Values
	Quality of Individual Information
	Comparing Quality of Individual Information (1):  Baseline vs. Treatment
	Quality of Individual Information
	Explanation of Degree of Shared Information Values
	Comparing Degree of Shared Information (Extent): Base Line vs. Treatment
	Degree of Shared Information
	Explanation of Degree of Shared Sensemaking Values
	Degree of Shared Sensemaking
	Degree of Shared Sensemaking
	Explanation of Degree of Actions/ Entities Synchronized Values
	Degree of Actions/ Entities Synchronized Reported Tactical Improvements Enabled by Voice + Link 16
	Degree of Actions/ Entities Synchronized
	Degree of Decision/ Synchronization
	Degree of Effectiveness
	Degree of Effectiveness
	Data Currently Available for Air-to-Air Example
	Solution Strategy (3)
	Identify What We Need to Know
	Agenda
	The Way Ahead: Further Development of the Air-to-Air Case Study

